Many social robots in the forms of conversation agents or Chatbots have been put to practical use in recent years. Their typical roles are online help or acting as a cyber agent representing an organisation. However, there exists a new form of devious chatbots lurking in the Internet. It is effectively an interactive malware seeking to lure its prey not through vicious assault, but with seductive conversation. It talks to its prey through the same channel that is normally used for human-to-human communication. These devious chatbots are using social engineering to attack the uninformed and unprepared victims. This type of attacks is becoming more pervasive with the advent of Web 2.0. This survey paper presents results from a research on how this breed of devious Malware is spreading, and what could be done to stop it.
Introduction
Social robots in the forms of conversation agents or Chatbots have been put to practical use in recent years. Their typical applications are online help and as a cyber agent representing an organisation. However, one emerging trend is the development of devious chatbots with malicious intention. Effectively, they are malware in disguise. Malware, whose origin started as a biologically inspired innovation, is a malicious software treated by many as a detestable item and even something to be fearful of. The typical objective of Malware is to take control of the victims' PCs, steal information or cause more damage elsewhere in the form of Denial of Service attacks. In order to achieve the intent, many forms of attack vector are used by Malware deployers. This is a new form of Malware attack vector being used to increase its efficiency in delivering the attack on its target. Such Malware is going onto the collaboration platforms to launch their attacks by interacting with human. These Malware are appeared to be talking to the human! They are attempting to deceive the participant into believing that there is another human on the other end of the communication channel. If they are able to achieve this intent, will they be considered as having passed the Turing Test? Nicholas Carr tends to think they might be able to pass the test when the condition is right [1]. This survey paper reports the study done on this form of Malware and its attack vector. This paper also studies what is being done to counter this assault and provide a discussion on future research direction.
A New Online Infection
The Internet and the World Wide Web have provided many means to interact with one another. Email and instant messaging are among them. Popular Web 2.0 platforms like blogs, microblogs, social networking sites, social media sites and virtual worlds have further enriched the means to interact and communicate.
The popular forms of Malware are virus, worm, Trojan horse, bot and rootkit. A new form of Malware is lurking around seeking to devour "netizens" with greater sophistication and elusiveness. These Malwares are equipped with interactive capabilities to extend its reach, even onto the new online social platform. On 12 Dec 2007, it was reported that there is flirty chatroom bot that was attempting to steal identity information from those interacting with it [2]. Another is the Storm worm which caused a significant online disruption in 2007. Security researchers warned that up to 50 million computers were infected by that worm [3] . Another speculated that the Storm may have created the first cybercriminal controlled top 10 supercomputer by the sheer size of its botnet [30] . Its key characteristic was its cunning use of social engineering techniques as well as email and Web to propagate. In this study of Malware, it is limited to the social aspect of such robots and it is not considered interactive if the interaction is initiated by a human.
Interactive Malware
This study reports how Interactive Malware qualifies as a biologically inspired form of software with socially interactive capabilities, fulfilling certain aspects and characteristics of social robots. Also, this study covers the means in which the attack is being carried out and the form of deceptive interactivity used by this Malware to deceive its prey. Finally the various countermeasures used to fight them.
A. Biologically Inspired Software
The first Malware documented was by Cohen [32] as part of his PhD research. He demonstrated how computer viruses can reproduce themselves by taking advantage of the environment much like the biological viruses. A study by Kienzle and Elder [34] noted that the majority of the computer worms are derivative of worms found in nature. There are a number of notable similarities like infecting their host through an opening and replicating itself at the expense of the host. Both have the ability to spread autonomously without any human intervention. Both can be remain dormant for a period before striking. Both behaviours become more malignant when combining capabilities of other like entities. Researchers are looking to nature for ideas to counter such biologically inspired autonomous software. There are researches studying how immunological principles [36] and natural immune systems [37] can be used. The general consensus is that biologically inspired protection software would be part of everyone's desktop soon [35] .
